
BENEFITS

Public and private cloud security
• 

• 

• 

• 
• 
• 
• 

• 

Virtual machine protection
• 
• 
• 
•  

• 
•  

SonicWall Network Security 
virtual (NSv) firewall series

SaaSIaaS

Find the right SonicWall virtual 
solution for your business: 

sonicwall.com/NSv
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SonicWall’s RTDMI™ and RFDPI® Technology

v
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NSv

Segmentation Security

NSv

NSv

v
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v
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* U.S. Patents 7,310,815; 7,600,257; 7,738,380; 7,835,361; 7,991,723
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Flexible Deployment Use Cases

v
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v
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Govern Centrally
NSv

v

Flexible Licensing
NSv

v
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Govern Centrally
• 

• 

Compliance
• 

• 

Risk Management
• 

• 

GMS provides a holistic approach to security governance, compliance and risk management

Features

SonicOS Platform

v

Automated breach prevention
NSv

Around-the-clock security
NSv

Zero-day protection
NSv

Threat API
NSv

Zone protection
NSv

Application intelligence and control
NSv

Data leakage prevention
NSv

Application layer bandwidth management
NSv



5     |     SonicWall Network Security virtual (NSv

1Requires SonicWall Advanced Gateway Security Services (AGSS) subscription.
2SonicWall Global Management System and Capture Security Center require separate licensing or subscription.

Secure communication
NSv

Access control
NSv

User authentication
NSv

NSv

Virtual network resilience and availability
NSv

System safety and integrity
NSv

monitoring mechanisms
NSv

Deployment options
NSv

Flexible Licensing Models

v
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NSv
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NSv

Networking NSv 10 NSv 25 NSv 50 NSv 100

Firewall General NSv 200 NSv 300 NSv 400 NSv 800 NSv 1600
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NSv

Firewall/VPN Performance6 NSv 200 NSv 300 NSv 400 NSv 800 NSv 1600
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VPN NSv 200 NSv 300 NSv 400 NSv 800 NSv 1600

Networking NSv 200 NSv 300 NSv 400 NSv 800 NSv 1600

38 38

1Currently supporting SonicOS 6.5.x. 
2PAYG is currently available only on AWS.
3Memory with Jumbo frame disabled.
4Memory with Jumbo frame enabled. Additional memory is required for Jumbo frames. Jumbo frames are not supported on Azure and AWS.
5High availability available on VMware ESXi platform, Azure and Microsoft Hyper-V, while HA is not supported on AWS. Available on Azure from SonicOS 
6.5.4.4-44v-21-987 f irmware and onwards.
6Published performance numbers are up to the specif ication and the actual performance may vary depending on underlying hardware, network 
conditions; f irewall configuration and activated services. Performance and capacities may also vary based on underlying vir tualization infrastructure, and 
we recommend additional testing within your environment to ensure your performance and capacity requirements are met. Performance metrics were 
observed using Intel Xeon W Processor (W-2195 2.3GHz, 4.3GHz Turbo, 24.75M Cache) running SonicOSv 6.5.0.2 with VMware vSphere 6.5. 
7Increased SSL VPN number will be available only from SonicOS 6.5.4.4-44v-21-723 f irmware and onwards.
8VLAN interfaces are not supported on Azure and AWS. 
Testing Methodologies: Maximum performance based on RFC 2544 (for f irewall). Full DPI/Gateway AV/Anti-Spyware/IPS throughput measured using 
industry standard Spirent WebAvalanche HTTP performance test and Ixia test tools.
Testing done with multiple f lows through multiple port pairs. VPN throughput measured using UDP traff ic at 1418 byte packet size adhering to RFC 2544. 
All specif ications and features are subject to change.
9Certif ied on SonicOS 6.5.4.4-44v-21-757 f irmware
10Supported on Private Cloud and not on Public Cloud Platforms



9     |     SonicWall Network Security virtual (NSv

Features

RFDPI Engine

 

Firewall and Networking

v

v

Management and Reporting

 

Virtual Private Networking (VPN)

v

1High availability is currently not supported on AWS
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Features

Virtual Private Networking (VPN) Continued

Content/Context Awareness

Breach Prevention Subscription Services

Capture Advanced Threat Protection

Encrypted Threat Prevention

v

Intrusion Prevention
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Features

Intrusion Prevention Continued

Threat Prevention

Application Intelligence and Control

Content Filtering

Enforced Antivirus and Anti-Spyware

 

. High availability is currently not supported on AWS
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Global control over
• 
• 

• 

Login and user security
• 

• 
• 

• 

• 

• 
• 
• 
• 

Networking and system
• 
• 
• 
• 
• 
• 

• 
• 

• 
• 
• 
•  

• 

• 

•  

• 

• 

• 
• 

Security services
• 

• 

• 

• 

• 

•  

Policies / objects
• 
• 
• 
• 
•  

•  

•  

• 
• 
• 

DPI-SSL / DPI-SSH
• 
•  

• 
• 

• 
• 
•  

• 

• 
• 

• 
•  

• 

• 

• 

• 
•  

• 
• 

v
•  

• 

• 

• 

API
• 
• 
• 
• 

SonicOS web management UI 
• 
• 

•  

• 

• 
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