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SonicWall Cloud Secure Edge™ is a modern, cloud-native 
Security Service Edge (SSE) solution that addresses the 

approach to secure access. It empowers organizations that 
consist of a variety of users (employees, contractors, third 

private and internet resources from any device or location.
 
 

By consolidating key networking and security functions like 

cloud-delivered platform, Cloud Secure Edge strengthens your 

proactive security strategy, all while delivering a disruption-free 

Note: Customers already using SonicWall Gen 7 and newer Firewalls can connect 

to Cloud Secure Edge out of the box and manage access policies easily from a 

Cloud Secure Edge SSE

Figure 1: SonicWall Cloud Secure Edge protecting access to any resource from any device
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Common Use Cases

Modernize VPN/FW with ZTNA  

and device trust and resource sensitivity. 

infrastructures. 

Protect Against Internet Threats and Credential Compromise  

consistent enforcement controls to protect against every type 

Secure High-Risk Users (3rd Parties / BYOD / Contractors)  

resources they need without over-provisioning. Cloud 

what they are authorized to view.  Management is simple 

as necessary from one central console. No need to patch or 

Licensing 

Access (to resources on internal networks) and Secure Internet 

1.  Se cure Private Access provides two
core capabilities:
• 

• 

2.  Se cure Internet Access provides
these core capabilities:
• Cloud Access Security Broker (CASB): Enforcement 

device trust policies to access SaaS applications.
• 

Secure Private Access (SPA) and Secure Internet Access (SIA) 

Licenses are sold per-user.
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Easy to Manage and Deploy

DIY organizations with overstretched 

can follow a guided 3-step wizard to 

tunnel, speeding up time-to-value.

Protect Against Threats
Cloud Secure Edge includes zero trust 
security controls that are needed for 

need access to the sensitive private 
and internet assets required to do 

and identity-centric trust scoring and 
short-lived cryptography to deliver 

Performance With Privacy

ground-up to deliver high performance 

is in full control of their data while 
ensuring users get the most natural 

protection and privacy.

Why SonicWall Cloud Secure Edge?
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Common Capabilities

High Performance Data Plane 
Dynamic edge architecture for fast 

around the world

Native Support for All Client 
Operating Systems 

Cloud Management Interface  

Trust Scoring  
Quantify the level of trust 
and risk associated with your 
users and devices

Actionable Visibility  
A complete view into user/device and 
application/resource risk

Continuous Policy Enforcement 
Based on resource sensitivity, 
regardless of user’s location

Integrations  

EDR, MDM, SIEM)

SonicWall Firewall Connector  Multi-tenant Management  

tenant management

Visibility and Compliance

Real-time Event Stream  
Monitor a real-time stream of user and 
device activity

Device Posture Reporting 

corporate resources, as well as their 
security posture

Admin Activity Reporting   
Log all admin activity in the 
Cloud Command Center

Operations and Automation

RESTful API  

the Control Plane

API Clients—Pybanyan, Terraform 

automation and management

Zero Touch Device Registration  
Roll out the Cloud Secure Edge app to 

end-user interaction

User and Devices

Single Sign-On  Posture Management  
Analyze the posture of a device, such 

 

Custom Remediation  

instructions, such as messaging and 
links, shown to your end users
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Secure Private  
Access

Secure 
Internet Access

F E AT U R E B A S I C A DVA N C E D B A S I C A DVA N C E D

Secure Network Access

Private Networks (RFC-1918 ranges) and domains (internal DNS servers)

Secure Access to Private Resources

RDP to Windows machines

Internet Threat Protection

 
and other risks

Content categorization

SaaS Application Security

Cloud Access Security Broker (CASB) to enforce device trust policies for 
SaaS applications

IP Allowlisting for Cloud Applications through SonicWall Edge

Web Content Filtering Service

Users and Devices

Passwordless Authentication via IDP Federation

Clientless access

Service Accounts (API tokens for programmatic access such as scripting and 
automation through the Data Plane)

SCIM integration to manage user assignments

Microsoft API Integration



Summary

SonicWall Cloud Secure Edge is a transformative cloud-delivered SSE solution that is more than just a replacement for outdated, 

and third parties, regardless of location. 

elevate and secure access across your organization? Speak to our team today or request a demo.

Contact your account executive if you want to add Cloud Secure Edge to your existing SonicWall Gen 7 Firewalls.

Visibility and Compliance

SIEM Integration (eg. Splunk, Elastic, Sumo Logic)

n/a

IaaS Resource Discovery n/a

SaaS Application Discovery n/a

Operations and Automation

Private Edge Deployment: Host SonicWall’s identity-aware gateway in your 
own infrastructure

n/a n/a

Services and Support

Premier Support add-on add-on

Remote Implementation Services add-on add-on
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