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SonicWall TZ Series (Gen 8) 
Integrated SD-Branch platform with high security 

SonicWall TZ Series is designed for small and mid-sized 
organizations, and distributed enterprises with SD-Branch 
locations. The latest Series delivers best-in-class performance 
at a low TCO. 

These NGFWs address the growing trends in web encryption, 
connected devices and high-speed mobility by delivering 
a solution in desktop form-factor that meets the need for 
automated, real-time breach detection and prevention. 

HIGHLIGHTS 

DATA S H E E T

•

• SD-Branch ready 

• Secure SD-WAN capability 

• SonicExpress App onboarding 

• Zero-Touch Deployment 

• agement support

•
Network Security

•

•  SonicWall Switch, SonicWave Access Point and Capture Client 
integration 

• Built-in and expandable storage 

• Redundant power

• DNS security 

•

•

• Network access control integration with Aruba ClearPass 

• High port density 

• Cellular failover

•

• Groundbreaking performance 

• High connection count 

• Fast DPI performance 

• Low TCO 

• Cloud Secure Edge Connector support 

• Embedded cyber warranty in Security Suites

TZ Series Spec Preview. View full specs »

Up to  
2.5 Gbps

Up to  
1.6 Million

Up to 8x1GbE,  
2x 10/5/2.5 G SFP+

Max Threat 
Prevention 

Throughput

Max
Connections

Ports
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power supply provides added redundancy, to ensure continuous protection.

plus provides single pane of glass management for SonicWall Switches and SonicWave Access Points. It allows tight integration 
with Capture Client for seamless endpoint security.

SonicOS and Security Services

The SonicOS architecture is at the core of TZ NGFWs. Gen 8 TZs are powered by the feature-rich SonicOS 8 operating system with 
SD-

WAN

Unknown threats are sent to SonicWall’s cloud-based  multiengine sandbox for analysis. 
Enhancing Capture ATP is our patented  technology. As one of Capture ATP’s engines, 

, 
Anti-virus and Anti-spyware Protection, intrusion prevention system, Application Intelligence and Control, Content Filtering Services, 

 additional 
cost .

Users can leverage the new Cloud Secure Edge Connector integration to provide a centralized and easy-to-manage option to 

For more information, refer the Gen 8 Architecture and Services .
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Internet

TZ 280P

PoE devices

Deployments

Small to Medium-size Business

•  Save space and money with an integrated gateway security 

•  Reduce complexity and get the business running without 
relying on IT personnel with easy onboarding using 
SonicExpress App and Zero-Touch Deployment, and easy 
management through a single pane of glass 

•  Attain business continuity by providing failover to 
cellular connectivity 

•  Protect network from attacks with a comprehensive security 

•  Leverage high port density to power on multiple PoE devices 

•  Boost employee productivity by blocking unauthorized access 

SonicWall Switch
Zero-Touch Deployment Capable

SonicWave Access Point
Zero-Touch Deployment Capable

Camera

IP Phone

SonicWall Firewall
Zero-Touch Deployment Capable

SD-WAN enabled transport

Laptop Smartphone

Capture Client

SonicSentry MDR
for Endpoint

Cloud 
Secure Edge

Cloud Security 
and Management

Edge Security

Access Security

Endpoint Security

Distributed Enterprise with SD-Branches

•  Enhance customer experience and adapt to the changing 
business needs by enabling next-gen branch connectivity 
with SD-Branch 

•  Drive business growth by investing in next-gen appliances with 
multi-gigabit and advanced security features, to future-proof 
against the changing network and security landscape 

•  Secure networks from the most advanced attacks with 
advanced security features and automatically block threats on 

•  Leverage end-to-end network security with seamless 
integration of SonicWave access points, SonicWall Switches 
and Capture Client 

•  Ensure seamless communication as branches communicate 

safe transport of data between all locations 

•  
costs by leveraging Gen 8 TZ’s hardware and software 
enhancements, plus features such as SD-WAN technology 

•  
Zero-Touch Deployment 

•  Ensure business continuity by providing failover to 
cellular connectivity 

•  
leverage built-in and expandable storage to store logs 
for audit purposes
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SonicWall TZ 280 Series

SonicWall TZ 280W 

TZ 280 Front Panel TZ 280 Rear Panel

USB 

LEDs
Power, Test,  

Security, Storage  
LEDs X8-X9  SFP 

Port LEDs 

Console Port 

USB  
USB 

Console Port 
Power AdapterPort

 
SFP

LEDs 
Power, 
Test, 
Security, 
Storage  

LEDs 

WAN  
Port  
LEDs 

X8-X9 
SFP 
Port 
LEDs 

LEDs for USB 

Power AdapterUSB LEDs 
Power, 
Test, 
Security, 
Storage, 
Wireless 

LEDs 

WAN
Port  
LEDs 

X8-X9 
SFP 
Port 
LEDs

WAN Port 
LEDs 

Console Port Power Adapter

SonicWall TZ 280P 
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SonicWall TZ 380 Series

best-in-class price-performance.

TZ 380W Rear PanelTZ 380W Front Panel

Console Port 
Power Adapter

USB 

LEDs
 Port LEDs

WAN Port 
LEDs 

LEDs 

TZ 380 Front Panel TZ 380 Rear Panel

USB 

Power Adapter

Console Port 

LEDsSecurity, Storage  

LEDs

WAN Port 
LEDs 

SonicWall TZ 480 Series

USB

TZ 480 Front Panel TZ 480 Rear Panel

 
Port 
LEDs 

Port LEDs

Test, Security, 
Storage

WAN Port 
LEDs 

USB 

Console Port 

Power Adapter
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SonicWall TZ 580 Series

SonicWall TZ 680 Series

Port 
LEDs

USB Port LEDs

Test, Security,
Storage

WAN Port 
LEDs 

TZ 580 Front Panel TZ 580 Rear Panel

USB 

Console Port 
Power Adapter

TZ 680 Rear Panel

USB 

Console Port 

Power Adapter

TZ 680 Front Panel

Port 
LEDs 

Port LEDs

Test, Security,
Storage

Port LEDs 
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Firewall General TZ 280 Series TZ 380 Series TZ 480 Series TZ 580 Series TZ 680 Series

Operating system SonicOS 8

Interfaces

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

Wireless Support
  

    

Access points supported 

Firewall/VPN Performance

Firewall inspection throughput

Threat prevention throughput

Application inspection throughput

IPS throughput

Anti-malware inspection 
throughput

throughput

Connections per second

VPN and ZTNA

Key exchange

RIP, OSPF, BGP

supported6

NetExtender

8

SonicWall Private Access powered 
by Cloud Secure Edge

Security Services

Deep Packet inspection services

 

Comprehensive Anti-Spam Service
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Application Control

Capture Advanced Threat Protection

Advanced DNS Filtering

Networking

IP address assignment

NAT modes

Routing protocols

QoS

Authentication

Local user database

Standards

IPv6

High availability

Hardware

Form factor Desktop

 
 

 

Input power

Redundant power supply

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 

 
 

 

oC in years
 
 

 

Humidity

Integrated Wireless TZ 280W and TZ 380W

Standards

Frequency bands
 

Operating channels

 
 

 

Transmit output power

Transmit power control Yes
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Data rates supported

 
 

 
 

 

spectrum

 
 

 
 

Regulatory

Regulatory model numbers
 
 

 

FCC Class B,  
FCC Grant ICES Class B,  

 

by UL, ANATEL, WEEE, 
 

 
NCC SRRC,  

FCC Class B, ICES Class 

UL, cUL,  

ANATEL, WEEE, REACH, 
 

 

 

 

FCC Class B, ICES Class 

Notice by UL, ANATEL, 
WEEE, REACH, SCIP, 

activated services. 

6 SonicWall Techdocs
SonicWall Techdocs

8 SonicWall Techdocs

www.sonicwall.com/PES

PARTNER ENABLED SERVICES 
Need help to plan, deploy or optimize your SonicWall solution? 

SonicWall Advanced Services Partners are trained to provide you 

= services available



| 

SonicOS 8 Feature Summary 

Firewall
• Stateful packet inspection 

• Reassembly-Free Deep
Packet Inspection

• 

• 

• Biometric authentication
for remote access

• DNS proxy

• Full API support

• SonicWall Switch integration

• SonicWall Wi-Fi 6 AP integration

• SD-WAN scalability

• SD-WAN Usability Wizard

• 

Enhanced dashboard
• Enhanced device view

• 

• Insights to threats

• 

TLS/SSL/SSH decryption 
and inspection

• 

• Deep packet inspection

• 
or hostnames

• SSL control

• Enhancements for DPI-SSL with CFS

• Granular DPI SSL controls 
per zone or rule

Capture advanced 
threat protection1

• 

•  Cloud-based multi-engine analysis

• 

• Hypervisor level analysis

• Full system emulation

• 

• Automated and manual submission

• Real-time threat intelligence updates

• Block until verdict

• Capture Client

Intrusion prevention1

• Signature-based scanning 

• Network access control integration with
Aruba ClearPass

• Automatic signature updates

• Bi-directional inspection

• Granular IPS rule capability 

• GeoIP enforcement

• 

• Regular expression matching

Anti-malware1

• Stream-based malware scanning 

• Gateway anti-virus

• Gateway anti-spyware

• Bi-directional inspection

• 

• Cloud malware database

1

• Application control

• Application bandwidth management

• Custom application signature creation

• Data leakage prevention

• 

• Comprehensive application 
signature database

• User activity

• 

• Cloud-based analytics

1

• 

• Proxy avoidance 

• Keyword blocking

• Reputation-based Content Filtering

• 

• 

• HTTP header insertion

• Bandwidth manage CFS 
rating categories

VPN & ZTNA 
• Secure SD-WAN

• 

• 

• 

• 

•  
X, Windows, Android

• 

• Secure Private Access by
Cloud Secure Edge

• PortShield 

• 

• Enhanced logging

• 

• 

• Port security

• 

• SonicWall wireless controller

• 

• NAT

• DHCP server

•  Bandwidth management

• 

• 
with state sync

• 
mode, NAT mode

• Asymmetric routing

• 

VoIP
• Granular QoS control 

• Bandwidth management 

• 

• 

and support 
• Capture Security 

• 

• New design or template

• Industry and global average comparison



 

and support
• 

• Dashboard

• Device information,
application, threats

• Topology view

• 
creation and management

• 

• Used vs Unused

• Active vs Inactive

• Global search for static data

• Storage support

• Internal and external 
storage management

• 

• Network Security 

• 

• Web GUI

• 

• 

• CSC Simple Reporting

• SonicExpress mobile app support

• 

• Logging

• 

• 

• BlueCoat security analytics platform

• Application and bandwidth visualization

• 

• CD management screen

• Enhanced packet monitoring

• SSH terminal on UI

Wireless
•

•

• Rogue AP prevention

•

•

• Auto-channel selection

• RF spectrum analysis

• Floor plan view

• Topology view

• Band steering

• Beamforming

• AirTime fairness

• Bluetooth Low Energy

• RF enhancements and improvements

• Guest cyclic quota

 
 (TZ 280W and TZ 380W)

•

•

• Wireless intrusion 
detection

• Wireless guest services

• Lightweight hotspot messaging

•

• Captive portal

Power Over Ethernet (PoE) 
Support (TZ 280P Only)

•

•

•

•

 Requires added subscription

Learn more about SonicWall 
Gen 8 TZ Series

www.sonicwall.com/TZ
© 2025 SonicWall Inc. ALL RIGHTS RESERVED. 
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