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HIGHLIGHTS

• Form Factor: 1U Rack-mountable

• Support for 10/5/2.5/1G ports

• Multi-gigabit Threat and Malware Analysis Throughput

• Superior TLS performance (sessions and throughput)

• Best-in-class price-performance

• Expandable storage

• Advanced DNS Filtering

• Reputation-based Content Filtering Service (CFS 5.0)

• 
management via Network Security Manager

• 

• agement Support

• Enterprise Internet Edge Ready

• Secure SD-WAN capability

• TLS 1.3 support

• 

• 

•  
and Capture Client integration

• Cloud Secure Edge Connector Support

• Embedded Warranty up to USD$200K by Cysurance 
included in Security Suites

Security Appliance (NSa
enterprises industry-leading threat prevention performance 
at the lowest total cost of ownership in their class. The 

cyber warranty for risk mitigation. 

threats without becoming a bottleneck.

DATA S H E E T

SonicWall mid-range  
Gen 8 NSa Series.
Best-in-class threat protection  
for distributed enterprises & campuses.

Gen 8 NSa Series Spec Preview. 

Up to  
40 Gbps

Up to  
55 Gbps

Up to  
20 Million

 
Throughput

Firewall Throughput Connections

NSa 2800

NSa 4800

NSa 6800

NSa 3800

NSa 5800



Hardware
Gen 8 NSa
delivers multi-gigabit threat prevention throughput — even 

with high availability and dual power adapters including one 
for redundancy.

Architecture
The Gen 8 NSa

 
provides multiple features designed to facilitate enterprise-

which allow enterprises to improve both their security and 

The NSa

of-glass interface to manage both switches and access points.

Threat Protection and Security Services
Built to mitigate the advanced cyberattacks of today 

a

you to protect your entire IT infrastructure. Solutions and 

Memory Inspection (RTDMI™) and Reassembly-Free Deep 

encrypted threats.

A Cloud Secure Edge Connector integration provides secure 

application access.

Cyber Warranty

compliance requirements and promote peace of mind.
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security with a comprehensive 
solution encompassing of 

Secure Service Edge (SSE) 

Gen8  
NGFWs

SonicWall NSas NGFWs
Best-in-Class Performance

Gen8  
NGFWs

Network Security Management, 

Security Management

ConnectorConnector
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Internet Edge Deployment
a Series 

• Deploy a proven NGFW solution with highest 
performance in its class

• 

all without compromising performance

• 

reputation services

• Save space and money with an integrated NGFW 
solution that includes advanced security and 
networking capabilities

• 
central management system delivered through an 
intuitive single-pane-of-glass user interface

Deployments
The Gen 8 NSa Series has two main deployment options for medium and distributed enterprises:

The SonicWall Gen 8 NSa Series supports SD-WAN and 

and distributed enterprises. This deployment allows 

• Future-proof against an ever-changing threat landscape 
by investing in a NGFW with multi-gigabit threat 
analysis performance 

• 

corporate headquarters 

• 
internal resources in corporate headquarters or in a public 

• Automatically block threats that use encrypted protocols 

advanced attacks.

• 
management system delivered through an intuitive single-
pane-of-glass user interface

• Leverage high port density that includes 40 GbE and 10 
GbE connectivity to support a distributed enterprise and 
wide area networks 

Medium and Distributed Enterprises

ISP

Internet Edge

Service Provider

NGFW

Campus/Private 
Edge Network

DMZ Network

Private 
Network

Switch

Switch

Switch

Router

Internet

SD-WAN

Enterprise 
Headquarters

Branch 

SonicWall Next Generation Firewall SonicWall Next Generation Firewall

Guest

Internal 
Resource 
Access

Direct Internet Access

SD-WAN



SonicWall Gen 8 NSa Series

NSa 2800

NSa 4800

NSa 3800

NSa 5800

NSa 6800

256 GB Built-in 
Storage

Redundant Fans
Storage Expansion 

Slot (Up to 1 TB)

Adapter

1 GbE Mgmt

Console 24x 1GbE  

Button
2x USB 

(type-A)
8x 10/5/2.5/1G  1 GbE Mgmt

Console 24x 1GbE  

Button
2x USB 

(type-A)
8x 10/5/2.5/1G  

1 GbE Mgmt

Console 4x 40G 4x 10/5/2.5/1GbE

Button
2x USB 

(type-A)
8x 10G/5G/2.5G/1G

Adapter Adapter

Console 

1 GbE 
Management

2x USB 
(type-A)

3x 10/5/2.5/1G 

Button

2x USB 
(type-A) 

1 GbE  
Management

Console 10x 10/5/2.5/1G  
Button

256 GB Built-in 
Storage

Redundant Fans
Storage Expansion 

Slot (Up to 1 TB)

Adapter

512 GB Built-in 
Storage 

Redundant Fans
Storage Expansion 

Slot (Up to 1 TB)

Adapter
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Gen 8 NSa

Firewall NSa 2800 NSa 3800 NSa 4800 NSa 5800 NSa 6800

Interfaces

 

3x 10/5/2.5/1G  

 

 

 

1 Mgmt. port

 

10x 10/5/2.5/1G  

 

 

 

1 Mgmt. port

 

8x 10/5/2.5/1G  

 

 

 

1 Mgmt. port

 

8x 10/5/2.5/1G  

 

 

 

1 Mgmt. port

 

 

8x 10/5/2.5/1G   

 

 

 

 

1 Mgmt. port

 Storage/(Expansion)  128 GB (Up to 512 GB)  256 GB (Up to 512 GB) 256 GB (Up to 1 TB) 256 GB (Up to 1 TB) 512 GB (Up to 1 TB)

 

interfaces (maximum)
256 256 512 512 512

1

Access points supported (maximum) 512 512 512 512 512

Firewall/VPN Performance

Firewall inspection throughput2 8 Gbps 12 Gbps 20 Gbps 30 Gbps 55 Gbps

3 6 Gbps 8 Gbps 13 Gbps 24 Gbps 40 Gbps

Application inspection throughput3 9 Gbps 13 Gbps 24 Gbps 40 Gbps

2 8 Gbps 13 Gbps 24 Gbps 40 Gbps

Anti-malware inspection throughput3 6 Gbps 8 Gbps 13 Gbps 24 Gbps 40 Gbps

TLS/SSL inspection and decryption  

throughput3
1.8 Gbps 3 Gbps 4.2 Gbps 8 Gbps 10.5 Gbps

4 5.5 Gbps 8 Gbps 11 Gbps 21 Gbps

Connections per second

  

Maximum connections (TLS)

VPN and ZTNA

2 (500) 2 (500)

Encryption/Authentication

Key exchange

 

 

5

NetExtender6

Mobile Connect

 

Cloud Secure Edge8

Security services

Content Filtering Service (CFS)
 

Comprehensive 
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Gen 8 NSa

Firewall NSa 2800 NSa 3800 NSa 4800 NSa 5800 NSa 6800

Comprehensive Anti-Spam Service

Application Control

DNS Filtering

Networking

NAT modes

Routing protocols

QoS
 

Authentication
1

Local user database

Standards
 

Hardware

Form factor 1U Rack-mountable

90 150 450 450 450

Maximum power consumption (W) 52.8 102.3 110.4 119.4

 Input power (AC)
     

Redundant power supply N/A

Total heat dissipation (BTU) 180.01 341 461.32

Dimensions (Unit: cm)
43 x 32.5 x 4.5 

Shipping:  
43 x 32.5 x 4.5 

Shipping:  
43 x 46 x 4.5 

Shipping:  
69.5 x 59.5 x 21

43 x 46 x 4.5 
Shipping:  

69.5 x 59.5 x 21

43 x 46 x 4.5 
Shipping:  

69.5 x 59.5 x 21

Weight (kg) 4.6 4.6

WEEE weight (kg) 4.8 4.8 9.3 9.3 9.3

Shipping weight (kg) 13.2 13.2 13.2

5-95% non-condensing

Regulatory

Major regulatory compliance 

 = Service available.
1  SAML Single Sign-On is available on SonicOS 8.1 and above.
2   Testing Methodologies: Maximum performance based on RFC 2544 

3 

Application Control enabled.     

4

5   
Soni

6   
Soni

7   
Soni

 8  
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Firewall
• Stateful packet inspection 

• Reassembly-Free Deep 

• 

• 

• Biometric authentication 
for remote access

• DNS proxy

• 

• SonicWall Switch integration

• 

• SD-WAN scalability

• 

• 

Enhanced dashboard
• Enhanced device view

• 

• Insights to threats

•  

TLS/SSL/SSH decryption 
and inspection

• TLS 1.3 with enhanced security

• Deep packet inspection 

•  
or hostnames

• SSL control

• Enhancements for TLS with CFS

• 

Capture advanced 
threat protection1

• Real-Time Deep Memory Inspection

• Cloud-based multi-engine analysis1

• 

• 

• Full system emulation

• 

• Automated and manual submission

• Real-time threat intelligence updates1

• Block until verdict

• Capture Client2

Intrusion prevention¹
• Signature-based scanning

• Network access control integration 

• Automatic signature updates 

• Bi-directional inspection 

• 

• 

• 

• Regular expression matching

Anti-malware¹
• Stream-based malware scanning 

• Gateway anti-virus 

• Gateway anti-spyware 

• Bi-directional inspection 

• 

• Cloud malware database

¹
• Application control

• Application bandwidth management 

• Custom application signature creation 

• Data leakage prevention 

• 

• Comprehensive application 
signature database 

• User activity 

• Application/bandwidth/threat usage 

• Cloud-based analytics

¹
• 

• 

• Keyword blocking

• Reputation-based Content Filtering 
Service (CFS 5.0)

• 

• 
(exclusion/inclusion)

• 

• Bandwidth manage CFS 
rating categories 

VPN & ZTNA
• Secure SD-WAN

• 

• 

• 
client remote access 

• 

• 

• 

• 
Cloud Secure Edge

Networking 
• 

• Jumbo frames

• 

• Enhanced logging 

• 

• 

• Layer-2 QoS

• 

• 

• SonicWall wireless controller

• 

• NAT

• 

•  Bandwidth management

• Inbound/outbound load balancing

•  
state sync

• 

• Asymmetric routing

• Common Access Card (CAC) support

VoIP 
• Granular QoS control 

• Bandwidth management 

• 

• 

Management, monitoring 
and support 

• Capture Security 
Appliance (CSa) support

• Capture Threat Assessment (CTA) v2.0

•  New design or template

• Industry and global 
average comparison

• 

•  Dashboard 

• 

• Topology view 

• 
creation and management

• 

• Used vs Unused

• Active vs Inactive

• Global search for static data

• Storage support

SonicOS 8 Feature Summary



Learn more about SonicWall Gen 8 NSa Series
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Management, monitoring 
and support cont’d

• Internal and external 
storage management

• WWAN USB card 
support (5G/LTE/4G/3G)

• Network Security 
Manager (NSM) support

• 
and SonicWall AI for Monitoring 
and Insight (SAMI)

• Web GUI 

• Command line interface (CLI) 

• 

• CSC Simple Reporting

• SonicExpress mobile app support

• 

• 

• Logging 

• 

• 

• BlueCoat security analytics platform

• 

• 

• CD management screen

Debugging and diagnostics
• Enhanced packet monitoring

• 

Wireless
• 

• 

• 

• Fast roaming (802.11k/r/v)

• 802.11s mesh networking

• Auto-channel selection

• RF spectrum analysis

• Floor plan view

• Topology view

• Band steering

• Beamforming

• AirTime fairness

• Bluetooth Low Energy

• MiFi extender

• RF enhancements and improvements

• Guest cyclic quota

SonicOS 8.0 Feature Summary

https://www.sonicwall.com/products/firewalls/mid-range
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