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HIGHLIGHTS

• Memory-based inspection with RTDMI 

• Multi-Stage Analysis with reputation check, 
static analysis and dynamic analysis

• API access for threat analysis

• 

• Block Until Verdict support

• 

• Reporting and Role-Based Access

• Supports Closed Network

Capture Security appliance 1000

SonicWall Capture Security appliance™ (CSa) brings 

sandboxing malware analysis to on-premises deployment 

or who prefer for all of their data to remain inside 

only in the cloud.

SonicWall CSa Spec Preview. View full specs »
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The SonicWall Capture Security appliance™ (CSa) brings 

malware analysis to on-premises deployment scenario. This 

of their data to remain inside their organization, an ability to 

Additionally, the REST API functionality on the CSa opens up 

threat intelligence teams, third-party security systems and 
any software stack that can integrate with published APIs.

The CSa uses a combination of reputation-based checks, 

Deep Memory Inspection™ (RTDMI) engine for dynamic 

ecosystem of security products, already fully integrated with 

inline security with features such as Block Until Verdict. 
The same capabilities are supported when the SonicWall 
products are connected to the CSa series instead of the 
cloud Capture ATP.

RTDMI

Inspection (RTDMI™

of an application in memory. RTDMI can see through any 
obfuscation or encryption techniques that modern malware 

yielding extremely high-accuracy detection of attacks borne 

Real-time protection
The reputation and global intelligence checks, statics 

results quickly enough to enable technologies like Block 
Until Verdict in SonicWall products. This capability enables a 

CSa. With Closed Network support enabled, cloud-based 
reputation and intelligence checks are disabled.

Equipped with Real-Time Deep Memory Inspection (RTDMI), CSa can detect 

its weaponry into memory.

CSa analyzes a broad range of 
file types, including executable 
programs (PE), DLL, PDFs, MS 
O�ce documents, archives, 
JAR, and APK plus multiple 
operating systems including 
Windows, Android, and multi-
browser environments.
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the experience of) many
• CSa

customers across the globe, into an appliance form factor

• CSa also gets regular intelligence updates to synchronize 

Network support is enabled

Reporting, analysis and administration

• CSa

submitted for analysis

• 

• Administrators can grant granular access to the CSa 

access to any part of the UI

• 

allowlist/blocklist, as well as report any suspected false 

• 

• 

• Static analysis and dynamic analysis with RTDMI

• 

• 

• 

• 
management interface or regular network interface

• SSH console access

• 

• 
whitelist/blacklist

• 

• Closed Network support

• 

• Hardened OS with Secure Boot and chain of trust for 
anti-tampering 

• Local logging

CSa feature summary
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DEPLOYMENT OPTIONS 
• SonicWall CSa

• The CSa is built to be IP-addressable and can therefore be deployed anywhere, as long as its 
a can also be deployed in closed or 

air-gapped networks. 

There are three primary deployment methods for the CSa 1000:

• The CSa can be deployed anywhere on the network as long as the submission sources that will use it 

• Once the CSa
a rather than the cloud for ATP analysis

• a

• 

• a can be done with either GMS or the 

REST API Gateway 

• The CSa

• Code samples and instructions on how to get started with API scripting for the CSa  
https://github.com/sonicwall
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Capture Security appliance 1000

Features CSa 1000
Reputation & Global Threat Lookup Throughput 
(Files per hour)
Real-World File Mix Throughput (Files per hour)
Dynamic Analysis (RTDMI) Throughput (Files per Hour)
Max File Size

3
REST API Support Management and File Analysis

TZ, NSa  
 

NSsp  
NSv

File types supported .docb .xls .xlt .xlm .xlsx .xlsm .xltx .xltm .xlsb .xla .xlam .xll .xlw .ppt .pot .pps 

VMs Supported
Data Retention Period Unrestricted, limited by storage
Storage
Interfaces
Dedicated Port Management

Product Characteristics
Form factor
Dimensions
Appliance Weight
Encryption data acceleration (AES-NI) Yes

Power Dual power supply, hot swappable
Input rating
Power consumption
Total heat dissipation

WEEE, EU RoHS, China RoHS
Non-operating shock
Emissions FCC, ICES, CE, C-Tick, VCCI; MIC
Safety TUV/GS, UL, CE PSB, CCC, BSMI, CB scheme
Operating Temperature
TPM Yes

LCD display LCD controls Management

Dual power 
supplystorage modules

3 x fans

Console
 

-Alarm condition LED 
-Test LED 

Display port
(Currently not active) ports

1. Analysis throughput dependent on network connectivity, f i le types and compression levels and may vary from published f igures.
2. All TZ series, NSa series and SuperMassive series that can run SonicOS 6.5.4.6 or later. Not supported on SuperMassive 9800 and NSsp 12000 Series.
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